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There can be no question that the number of data breaches is increasing with the
passage of each month. Yet data privacy and protection laws remain fragmented. The
urgency to implement data protection and privacy laws can be seen by the vast number
of proposals being adopted or introduced worldwide. The EU, for example, the
undisputed forerunner in enacting data protection and privacy laws, is set to proceed
with adoption and implementation of the Data Privacy Regulation unifying data
protection and privacy law among its member states, which will likely become e!fective
in 2015. The emphasis is on greater harmonization, increased regulatory enforcement
and transparency.
Global companies should also take note of the rise in international data privacy laws.
Data protection and privacy laws have been enacted recently in Singapore, China,
Malaysia, South Korea, Serbia, Brazil and Argentina. Ensuring compliance with new
laws is increasingly di!ficult and time consuming.
In the U.S. Senator Tom Carper (D-Del) introduced a bill, the Data Security Act of 2014,
attempting to align fragmented data protection laws at the federal and state levels. The
bill is intended to address security, ensure privacy, create a notification requirement
and enhance enforcement and penalties. The proposed bill would require entities, both
public and private, to take better preventative measures safeguarding sensitive
information, investigate security breaches, and place strict notification requirements
for breaches. The proposed Data Security Act would supersede the confusing and
inconsistent federal and state laws governing data protection now in place.
One problem identified by consumer advocates is that the bill only allows consumers to
sue under federal law only, while eliminating consumer recourse for violations of state
law. Another group of lawmakers, lead by Senator Patrick Leahy (D-VT) have been
working throughout the past decade to garner support for their Personal Data Privacy
and Security Act of 2014, which was reintroduced earlier this year on the heels of the
massive data security breach experienced by Target, Inc. and Neiman Marcus. This
proposal would require businesses notify law enforcement of data breaches within 10
days a#ter discovery of a breach involving more than 5,000 persons or breach of a data
base containing personal information of 500,000 or more individuals. The proposal
would also give the Federal Trade Commission, the U.S. Attorney General, and states

attorney general enforcement power with fines and penalties up to $1 million per
breach.
States too, are jumping on the band wagon. With significant state level legislative
activity to address data breaches, some of which serve to amend existing laws to include
private liability for data breaches, others propose new legislation with primary focus on
notification upon the event of a data breach. Of course, businesses would welcome
standardization of data protection laws, it would lower the cost of compliance and
provide greater predictability and stability.
Currently, the myriad of divergent laws, not just across the U.S. but across the world
make compliance costly and ine!ficient. Several measures can be put in place to reduce
risks and minimize losses in the event of a data breach. First, data protection and
privacy insurance is becoming widely available, although can be quite costly, and
second, engaging a data privacy o!ficer to develop a breach plan of action and who will
serve as an expert resource in the event of a breach.

Wendy Kennedy (Twitter @wkcantab) has over twenty years of experience
assisting businesses with global expansion strategies including profit
maximization, creation of new revenue models, minimization of risk, to
businesses with an emphasis on data privacy and protection.
About Interstice Consulting LLP. We advise e-commerce companies on
o!fshore structuring, licensing, transfer pricing and other strategies to
optimize global tax positioning, and maintain privacy. Please learn more
about our services on our blog, international business trade and taxation.

Copyright (C) 2014, Wendy Kennedy Esq. All Rights Reserved.

